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The last decade has seen the development of new online media technologies that have sparked new and innovative ways to deliver content to the home user. The deployment of increased connectivity mechanisms, commonly referred to as “broadband” technologies, has led to the increase in faster and more stable networks, supported by affordable commercial pricing structures, often times bundled with more traditional media content packages such as cable and satellite. Such providers as Dish Network, Cox Cable, Directv, and most recently, Charter Communication, now boasts that their customers can “(e)njoy blazing-fast speeds up 16Mbps” (fast enough to watch a full screen movie) for just under sixty dollars a month.
 


These new developments in broadband connectivity and affordability have allowed for the increased ability to download data and opened the door for these new delivery technologies to flourish.
  With these new technologies has come an increased ability to deliver more content rich information to students. This is done through the use of web-ready presentations. These tools have tested the ability of educational institutions to monitor the use of these technologies as well as pushing the laws of the United States and their ability to keep up.  But these developments have had a tremendous impact on the way K-12 educational institutions comply with Digital Rights Management (DRM) and Fair Use in the twenty-first century when it applies to distance education.


This paper, and the research contained within, is intended to be a guide for educators and administrators to use as they evaluate these new technologies, in particular, streaming technologies, used in an online and virtual educational setting. While serving as supporting document in the development of policy for the Sonoma Academy, it is offered as an addition to the broader dialog of DRM within K-12 organizations, and the surrounding challenges associated with complying with all laws, and the development of online programs.


With the exception of dedicated criminal elements, few organizations intentionally set out to break copyright law. But even fewer institutions have the resources needed to employ a full time copyright expert to continually monitor compliance with the ever-changing issues surrounding digital rights management and international copyright law.
 It is for that reason the K-12 organizations have tried to place the responsibility for copyright oversight and enforcement within the portfolios of existing library and media specialists. In the past, DRM and the responsibility for institutional oversight was traditionally the responsibility of the library and media specialists (librarians) to teach their staff about digital rights management.
 This portfolio structure required that these specialists deal with two very distinctively different content areas: traditional DRM focused on books and magazines and the photocopying of the media, and now the digital accountability and streaming media technologies that have emerged within the last ten years. Furthermore, what is complicating the need for digital copyright oversight has been who within the organization will have the responsibility for ensuring copyright oversight?
 


What makes this even more complicated is there is a growing need to support online curricular developments by using these new technologies and this has stressed educational organizations' ability to deliver and still comply with copyright law. K-12 institutions at one time had only to concern themselves with supporting media demands within the traditional brick-and-motor school.


There have been many efforts in the past to support the media professionals, and to provide guidelines to aid them with copyright compliance. These guidelines gave traditional educational organizations an umbrella protection that made the use of media rich content broadly available to their teachers and allowed them to adhere to the copyright laws of the nation.
 These protections were broadly referred to as Fair Use.
 Before 1980 the concern for media professionals had to deal with following copyright law regarding  the recording of video off the airwaves, or “off-air” recordings. It is for that reason Congressman Robert Kastenmeier (Chairman of the House Subcommittee on Courts, Civil Liberties and Administration of Justice), appointed a Negotiating Committee the purpose of establishing these guidelines to provide standards for both owners and users of content. 
   


These guidelines in no way could have predicted the impact that the Internet would have on the development of new audiovisual technologies (RealMedia, QuickTime, MythTV, the iTunes Store, Hulu.com and Blinkbox.com). Furthermore, the guidelines were so restrictive that they did not allow for the legal long term storage made possible by the drastic drop in storage cost. While one could argue that the guidelines were well meaning, they had the result of being more effective in limiting use than allowing it. They even went so far as to define the amount of time the teacher had to preview a piece of work and determine if she wanted to use it in her curriculum.


But even in 1979 Congress understood that new technologies would challenge existing copyright law as well as the impact they would have on the way educators and library and media specialists would need to approach copyright.  Congress could not know that educators would be grappling with a moving target of compliance with the development of the home-computer-to-home-computer sharing software first pioneer by Napster. The home-computer-to-home-computer technology has become known as Peer-to-Peer (P2P), in which every computer involved in sharing information is both a server and recipient. But with robust, and affordable, networks within the realm of possibilities, the Copyright Act, and the work done by Congressman Kastenmeier, was fast becoming outdated and ineffective. 


By October 2002 these networks had become affordable possibilities and universities had to find ways to meet their responsibility to provide good educational content and yet adhere to digital copyright.
 Educators have long felt protected by the umbrella of “Fair Use”  and by the fact that their end user was a teacher working in an accredited educational institution or a student doing pedagogical research.
 However, the impact of asynchronous delivery systems, in which the educational information is stored on a school's server and is then accessed at another time by students at their convenience changed the nature of oversight and required a closer look at how   media was stored and disseminated. 


By definition, innovation of these new media moves beyond the laws that were written to regulate information use.  You need the protection of intellectual property in order to grow new media and yet you need the development of new technologies to transfer it. However, the development of new technologies put stresses on the ability to ensure protection. K-12 organizations are confused and frustration about how to use media materials and still comply with the law.
 A candid look at how teachers and media professionals are coping is important. 

Media literacy educators experienced the copyright information they received as mostly negative, and mostly hampering their pedagogical goals. Some responded by attempting studied ignorance, believing that increased knowledge would impede their work even more.” In this case, ignorance is truly bliss. However, still other teachers simply “(c)lose the door. Quiet defiance of copyright norms (as understood), within the four walls of a classroom, is common.”
 


But the real cost to the educational institution is not simply in paying for the time spent by media literacy professionals chasing down the best practices for a specific use of a particular piece of supporting media, the real cost may, in fact be in hyper-compliance with the law that blocks legitimate use of content. As the Center for Social Media points out: 

(s)ome people—even some of the same people—also over-comply with copyright law, and even forgo using legitimate teaching tools and techniques for fear of violating copyright The true cost of this willingness to hyper-comply is that (t)he pedagogical costs of studied ignorance, quiet transgression, and hyper-compliance are many. The quality of the curriculum materials that teachers design is impaired; the work that is created, either by students or teachers, has limited circulation; and students learn copyright misconceptions.
 


Forasmuch as educators and media literacy professionals, in good faith, attempt to comply with the copyright responsibilities of the K-12 organization, there is a cost associated with understanding, or misunderstanding, what is required by copyright law. Relying too heavily on old information learned over the years or at a teacher or media conference may be as negligent as not adhering to the copyright laws at all. In this case there may be unduly restrictive rules that are in place and hamper legitimate access to media under the Fair Use sections of the Copyright Act. 


The challenges facing K-12 organizations are many if they wish to move forward with distance, asynchronous and online education. These challenges are both understood and very well articulated by the American Library Association (ALA): “To understand the magnitude of the issues at stake, one needs to comprehend, not only the growth of distance education, but also the expansion of copyright protection.”
 What makes digital copyright in educational more challenging is that no longer are there boundaries associated with educational facilities. Sonoma Academy can be found at www.sonomaacademy.org. Because Sonoma Academy has a web presence it has a global presence that has to be taken into consideration when sharing content with students. As the World Bank points out: 

There is tremendous growth and diversity in distance education--in the number and types of individuals learning outside traditional classrooms, in the variety of providers, and in the range and effectiveness of new technologies serving as delivery tools for learning. 

Distance education is becoming increasingly global, creating myriad new alliances as traditional educational institutions join with businesses, foreign governments, and international organizations to offer and use distance learning. Developing countries now have new opportunities to access knowledge and enhance their human capital.
 |



Therefore, just as the World Bank has followed the lead of the United States with the language of the General Agreement on Tariff and Trade (US GATT), there is a precedent and a reason to believe that the US copyright language, as it applies to distance education, could become the road map for how the world moves forward with copyright and Fair Use. Let's be clear that when we talk about distance education we are almost always talking about the asynchronous delivery of content on a restricted-access network, that is to say a network that has strong controls over who can access and post information online, and is posted for the purpose of educating students. The most common form of oversight is primarily delivered through the use of a user name and password. Therefore, copyrighted material that is transmitted over a restricted-access network for the purpose of educating students gives the educational institution a copyright advantage over commercial organizations.
  


However, a certain amount of policy heavy lifting must be done before these educational organizations can enjoy these advantages. It is most preferable to have formalized policies, in place before posting copyrighted material online to be used for distance education, however, it is not necessary. There must be at least a set of informal policies dictating how educational institutions govern the way instructors post copyrighted material online.
 To comply with both the spirit and the letter of the TEACH Act (Technology, Education and Copyright Harmonization Act of 2002), school districts and universities should have board-approved standing policy that dictates what can be posted online, but again, this is not necessary as long as there is a deliberate and concerted action leading to a final board policy. 


Unlike previous copyright law, the TEACH Act eliminates the requirement of a physical classroom. However, section 110(2)(C) of the TEACH Act makes it clear that:

(T)he transmission must be made solely for, and, to the extent technologically feasible the reception of the transmission must be limited to, two defined classes of eligible recipients: students officially enrolled in the course for which the transmission is made; and officers or employees of governmental bodies as part of their official duties of employment.


In those instances where a teacher may be concerned about posting information online for their students, three important criteria should be met: 

1. Is the institution recognized by an accredited governmental body as an educational institution, 

2. Is the information protected from public and intended to be used and “...directly related and of material assistance to the teaching content of the transmission,” and 

3. Has the educational institution legally obtained the material needed to support the curriculum? 


But the law also makes it clear that even if you meet the criteria above, it is important for educators to know that material posted simply as complementary content or used for entertainment purposes (similar to showing a movie in class before the Christmas break) may not be covered by Fair Use and or the TEACH Act. Furthermore, material should not “...be retained no longer than reasonably necessary to complete the transmission.” 
This means that allowing students to download content and store it indefinitely will not be covered under Fair Use. There is an admission by lawmakers that, while streaming technologies with restrictive safeguards are available, not all educational facilities have access to these technologies for a multitude of reasons. Again, there has to be a demonstrated, deliberate, and concerted action that puts these technologies and safeguards in place when the reasons for not having them are eliminated.


Like previous efforts to clarify the Fair Use of copyrighted material for educators, technology has moved past even the TEACH Act of 2002. However, what has not changed is the requirement that the educators respect the rights of the copyright holder. If a decision is made by the copyright holder to place copyright protections on their content, the educator must respect these protections to the extent technically possible. That is to say that if a piece of music is purchased from Apple's iTunes store with built-in digital rights management, then the educator is required to adhere to these protections and not remove them, even if it is technically possible. If these protections are not acceptable to the educational institution, then policies that require the purchasing of continent that does not come with such restrictive digital rights should be adopted. To further complicate the matter, such sites as Hulu.com, which allow for the embedding of their content into distance learning tools, must not be striped of the digital rights associated with the content as well as the commercials that are part of the shared content. Section 110(2)(C) makes clear that the educational institution is responsible for understanding the digital rights measures that the content producer has deployed and may not “...engage in conduct that could reasonably be expected to interfere with [such] technological measures.” 
This includes oversight of all users on the school's system.


The TEACH Act has amended section 112 of the Copyright Act to take into account the so-called “ephemeral recordings” that require a limited long-term retention of copies of copyrighted materials.  Ephemeral, in this case, is content that is sent to the end user over a broadband network for only the time required to view or listen to the content, which must then no longer be available to students. This is often referred to as “streaming technologies” where the content is played and is not available to be stored on the client computer for future use. This means that institutions can store copyrighted material on a   server, as long as once the content is shared with students “...the content may thereafter be placed in storage and outside the reach of students.”


The TEACH Act allows for specific pieces of work to be shown in an asynchronous environment. More important than what the TEACH Act allows is what it specifically forbids.  An educator cannot show work that is marketed and intended for dramatic performance only. It is also made very clear that content that is obtained in an illegal manor can not be used in any way. Therefore, if an educator videotapes a school play and posts that online, they are not covered under the umbrella of Fair Use. Nor is that teacher protected from possible penalties of law if that teacher accepts a “ripped” copy of a movie or downloads that movie using P2P software such as that which can be obtained from Bittorrent.com. While there are many and varied circumstances which the Copyright Act and the 2002 TEACH Act must cover, the one underlying theme that will be considered when the law is applied is, “What were the intentions of the educator at the time that they posted the materials?” 


If the educator obtained the material legally, used it as an integral part of their curriculum, made themselves aware of the policies of the educational institution, and used all technical means available to limit access to only students enrolled in their class, then the chances of violating either the Copyright Act or the TEACH are almost none. In fact, “(t)here's never been a lawsuit involving a media company and an educator over the rights to use media as part of the educational process.”
 


While there has not been any litigation leveled against an educator, what is made very clear is that educational institutions must set aside funds to purchase digital content to replace old, outdated, or analog content if they wish to share it digitally and in an online, asynchronous, distance education environment. While costly and possibly inconvenient, the only provision available that allows for the conversion from analog to digital is if there are no digital opportunities available for purchase. Fair Use does not extend to content that is was not originally purchased in digital form.


There have been many efforts to not only understand copyright law by educational institutions, but to apply it. However, these efforts have fallen short, not in spite of educators' efforts, but because of them. Peter Jaszi, Law Professor, American University concludes: 

The so-called Fair Use guidelines on topics like photocopying and off-air taping are rigid, conservative, outmoded interpretations of the law, not the law itself.  They no longer reflect the realities of the classroom, if they ever did. Today, they are strangling educational practice, rather than enabling it.




As much as the Fair Use has been rigid, conservative and outmoded for educators, it has been equally ineffective in keeping up with the delivery and storage mechanisms that emerged over the last decade. With the cost of storage dropping to almost nothing per megabyte, the ability to store digital content on a centralized storage facility has become not only affordable, but also desirable. Robust fiber optic networks and the ability to store and disseminate the digital content needed to support distance education have pushed existing copyright law to a point where the application of the law needs to be challenged. Teachers have started to do that.   


The current Copyright Law, and the TEACH Act make it clear that teachers can capture their in-class discussions and post them, even if the course shows copyrighted material. What is in question is the amount of time it may keep these materials. There must, however,  be technical measures to prevent “retention of the work in accessible form by recipients of the transmission . . . for longer than the class session.” 
 What is not known, and is not defined, is what constitutes the “class session?” This is something that should be addressed in policy since it has been argued that the class session is the length of time that the class is offered.


Nonetheless, the ability to store digital content and distribute it over a restricted-access network is clear but the ability to store and maintain it is not as clear. The interpretation of Fair Use also applies to storage of media, but these new technologies require that educational institutions deploy additional accountability mechanisms. 


The one technology that holds the best promise of meeting the requirements of current copyright laws, and yet does not hamper the Fair Use of content, is ephemeral or streaming technology.  Since this technology allows for control over the ability to download and store data, it can be used to limit the availability of content by controlling access via server-side controls, rather than relying on the individual teacher to meet the copyright requirements of law. By managing availability on the server, educational institutions can turn on and off content stored in directories. 


For many institutions there is a concern that by simply providing access to copyrighted content to students, the students will use technology to capture and maintain a copy of the school's content, and on their own, create a liability for the educational institution. In addition, such technologies as MythTV, which acts like a digital video recorder (DVR) with a long cable, allow teachers to record television programming that was once provided through “Cable in the Classroom” and show them to their students online. These technologies have become available after the TEACH Act was enacted and once again require an understanding of copyright law. The courts look at the initial intent of the educator when it comes to copyright compliance; however, on August 14, 2008 the United States Court of Appeals for the Second Circuit in New York ruled in favor of cable companies and Fair Use. 
 While I concede that finding good case law that applies to an educational environment is limited, it appears that the courts have started to look closer at opening up the definition and application of how it applies to the use of legitimate content. 


In closing, the need for teachers and educational institutions to rely heavily on the TEACH Act to guide their practice is clear. Since the act was written to support the growth of online education, it takes into account the need to deliver rich content to a student who may never enter a physical classroom, balanced against copyright agreements intended to protect the intellectual property of the holder. Furthermore, the TEACH Act takes into consideration the evolving nature of digital content delivery and is broad enough to grow with the rapidly changing market place. Ultimately, however, it is educators, and administrators, who must adapt their practices in light of a constantly evolving copyright law. Even with the broad protections provided to educators under Fair Use, and the TEACH Act, there must be an understanding that technology, and by extension online education, will be constantly changing and the laws will always struggle to adapt. But in the end it is the responsibility of the educator to follow logical best practices as a matter of policy.
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